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Discussion on the Network Security Protection Mechanism of Intelligent

Power Scheduling Automation Master Station

LI Xuan-ru

(State Grid Shanxi Provincial Power Co., Ltd. Ruicheng County Power Supply Branch)

[ Abstract] In the process of highly automated and intelligent evolution of intelligent power dispatching system, the automated

master station as the core control node continues to increase its network security risk. This article focuses on the intelligent power

scheduling automation master station, studies the security sensitivity characteristics of its system architecture and scheduling

services, identifies key security threats such as network boundary access, system vulnerability exploitation, and intelligent interface

abuse, and builds a protection mechanism including three modules: boundary access control, system environment reinforcement and

intelligent behavior recognition. The research results can provide technical support for the construction of the network security

system of scheduling system, and enhance the master station's perception ability and active defense ability against complex threats.

[Keywords]intelligent power scheduling; automated master station; network security; boundary control

1 515

KRB ) VA B R GORAE KGR S HT N T B
P 5 2 U B RS HOR  STBIA FL AT R A Y
L RRAS AR, E A IV R R G
HRAPR AR OERR T J52 TR 5infe
IS TG, 165 SR S AL R
(SRR I 5 ARG R, RGO R
BT A VAR 45 00 2 SN e R R
TEE T SR B ARTE | BB TR BN 2 2 A
R NIERT A R B AR, R LR
KIS B LU R ALK S R R T,

2 hsERREIE SR TR
2.1 FHSEARRFAE
BREHE VA AR GARFE B ah b 32 0l STE EL

514

BTSSR P I SIEHE 2 T &, HAZ O K
45 SCADA R %t \EMS R4t 385 Al B L 1 £ 2L
YR 55 a AR HI SR 5 1 45 SR IEL8 0, SCADA BB
TR Gl SEIN R A 5 IR AS &, 48 p s A il
BT O SR 5 B, i B R A S
JEV-5 . EMS B LIRSty T | f L
JESEINRE , N REDR R R B TH RS, 12315 |
BARIE LA T B R 2E O S 2, Bk eIz FE 28 i
B I TIRENE

FERGLE b, TR I IR RS | i
J2 55 E 5 R R IRAL , SR AL A SR AR
B HIERREDNEIZITE i e A e R
REFZMHITE K, LU RGT5IA AL BIIS Wi R 5 2 5
Hmm GO, Re L S i o 870
Hr 5 B RA R B SRR E B2 AL BSX
BRI RFHIE, BIARGEWME 1 FR,



BAE SCADA EMS

Al
oS

HiTRE

PN ]

B 1 BRe g At R iRk gk

2.2 YOS AT IZ 2 At kG R

B Bt T uh7E A L 55 R B RS R T
JEHR A5 0K 5 R R i X EREE 8
JE B AR AN RSB ] =R A2 4, AT AmT v i sl A 3
PIRTRE S R FERASBAE @ RN, e e HER
PP A I R BB — B S AR 3R SR A &, A JEE i
N ER E1/INF 500ms'®, 32 3k 0 6% 25 44 T il 2R 25 BR 19
B U5 P i35 A5 Bk se BEMEAR B AIL I, By (kR
SRR Ti R A NE S, IR AT RAEAN
P2 5 nl AL RE 1T, BT AT o 78 B sil
WES W IHRE . HA R RELE R, PR RGeS H
AR B B8 8 2 4R, B Red L LR & A H
R UE 517 i SR ML, CAR 12 113 TP 02 i
I8 AR
QI B/ L A o] NS 77 S g
3.1 AR A XU

VA 3 o 8 0 T AR A A B 5 A L | R
Ui e =B AR BEWE , AW ZEIE VPN BERS 5 S A )
BINTT AR e, BB A R GER L E #i S
IP HEATEIRFEN , iR Z SS90 UEALH] , S5 i3 v]
I FH A 488 14 5 i 1 R0 5 BOoRs HE TR N 1719 R
VPN J& T8 H 0 AR 55 il 25 51 SRR iR AR —H
it 5 B3 B N B TE R, AR IR 20 A] B R it
N VR S 20 300 S0, 8 R ST it I R et B FA 1
IERRAT R E A, 7R ] RE RO I B8 1%
3.2 REGEIIFAH RS

VA B 0 8% 0 R 951817 7E Linux B Windows -
B b, VB QR S SR (B 2 L rh
A5 158 KIS AT 28 88 Hi RO S il I ), R

oWHIEE R o

INARSS i I 58 2K P R TE B B AR AR I
U8 2 ki rh R LR A 59 A, Blan  fEE AT
CVE-2021-3129 W | I FE W il & n] M i G i T SR 48
I UEIF AT AR AR, % R IR TR AE A £ 1Y Web
4G RG E, HA RS R AR
SRARREINR , BE NG EIA | SEIH 3 w2
whlREhR, KEEHEIEES LEREEFEE I
FR B B AL, Wi — EAREHl AR , BiERE
WEBPIG S R, N E S ETENE
3.3 FHERE D SR R AU

TG RSG5 AL AT ShBhAERE S
TR AR HMIE , S 80% O R R NATH
MR REY R, ATJURE|EEEE T 5 FuhgE
PR R FAC PR & | JE i EiE S e S 2l
A HE OV Z AT RINE S V8 B R IER IR AILH
AhER RG] REIN IS A AR N E A AN E

05 6 % A E 77 S B0E B AT 55 dmHE
A T AL AR Bk = A B LA, 18 FH 3 nT ik A ER EE A
RIS & R 2], S 200 B R BE R L
IEREARSS VI R R E R APTEE A RN JF i GET 5
POST J@IE , n] REMAIH DAk 55 A58 2\ & S5 1
FH T AR AR BRI 2 4502 ] B SR N 1T

4 ke i B L]

4.1 A5 UimERpLG]

T2 32 T T4z il I PR R 5 B 42 70 S i
RHE  SCADA JEIE 155 2 RER 55 B 4E
B2 0176 3% 58 45 4 b 06 250 X1 43 Dk 3 37 08 A5 3K
SCADA & i E NSRBI E # A 1P (A4 50
VIRV 2A S VR 5 i U P RS sl DA A T, ST
MBHHISF,

A 3 I HI R RS A T RS & b 4%
N EE# 5 A FEAT R, 22 1 45 Rl i R )
A FE OIS 5 4z fil i S EX R DUE T
LIRBCEMNSE, YR 5 B I oA s 5t
LN E—E R, 15 R 2 R IA RS P A
RS B, R e AN EE
1113 4 8 T 5 7 SIS i 70 B8 SRS, W BRI R R A2 1Y
B/MESIRBIME, 38 52 NI 502 I N A
ESEUX R, AN BRI 45 518178 NI

515



oSS o

AT 7 B A AR 1 SR SR A T TSR

HIBHES % B,

F1 BRIV IR I S B S B Rk
I BA N
_— i
i IS o B O i
SCADA | e | B AE
S TEC 60870-5-104 T3 500ms/it (L
VPNIE Wi | SR | e
e | TP L | comEn | asEm
I P e e e
hE AT | R | ek
RE Wi | EHRES | BARET
agery | DVIPSSSHO o | ooastr | seiEbu
SRl A .
sz | MOTUVAMOP |y | fiesiokB | spanmin

4.2 ZGeiaf TSI

T A2 E % Linux 8038 Unix ##21E &
G AETENRSS Ui T H AR TR S AN T IR IR HR 3 K
SRR E L —F R 2GR, HEEE2R
T ARSSBUZRNGIBAT , B AR 5 1 58 B0 i it L vh ]
PR R 2 RN O, i 3R] A AT — 3 95 i 55
T RSE IS HRTE N BOERE R

E e R G R uh B E H X 7 St A
e/ IVBURR SRS A3 77 VA B FH 3R R R AR B AL
R U H S TESRA P i vh R 92 A7 5508 AR N R
P eI e A BdETE A T N BT LA Il 5%
HIRTEEME

FE UGBTI 2 A &S 2 L B S 8018
B RSS LR 5 1 A PR AR =/ EH, Linux E4L
WS 5 A SELinux 22 4 i H | B B SR IS S A TR
il B AT R L VA JE AR 55 A 58 B A2 B i 5
)2 5112 (ACL) , AN A AN FH HEAR P 175 7] 94
TEPITIR . E53 AR 55 Ui 1A DL ) A0 52 8% 1A
MR 55 55 EtE e 22 B AR e 72 i NFR I B e ik, #%8
il 5 PR AE A RR B A B 22 25 MK P AR | i B 45 T %
HIFR5 i S PATBUE LI, FRHil 6 S BT 5t
R,

4.3 FREA T A TUNHLE]

R NAE RAEIBITEREDY KRR
RHIES . B EBCRIG IR 5 eyl a2,
JE EUE LI T R, TR BT BRI TR
fIE T 5 RIS RS AU RE ) (R RAE RGN 5K

516

RS WA EEAR SRR, X AT R
SPTHE R, ERREMERMA T, EWTANIRBIGIA
BT B ) 2 O , JEd @ AT g
V5 I 3 15 i 2l L [R] AP A BB 2R | SEEBX S
FAT RS HY R S MR

TRV DU FEAT DB A £ G
AL £ SR IS P HIARER A ] HE AT S 5
PRGN EFYERE . 1T 0 R AR TR IR
PEB AR AL AT IS [ TR] B L 422 DV IR S S 2L
HEPIRIERAT TR EN, DUHETES LI
BEAR N B, PR B FE B RN < P 0 B R — 152
T B KL B HRATHIA A R A Bk
B VR IR SR AT O, N A AT O XU B
E328

ALRBR AL R R A B 2 >0 75 N e
PREETURIAR &M TR EAT MR IR SR R T
HEAMBANET TR BRI R AL n] 5 ] 575 5
SR T BBMERE 7T, 4 A TR N RIS
AT R SEINZR, AT MBI R Gl Bkah H
AH TR R XA T SR NI RS, HR

BRPITING S EL SR DT PO R E , 353

SEHAT NI E W

5 45iE

BREF T B B L ISR REML M A R
ARIHOCHE A 4R 2 A P 5 IS BHR R HAE S5, H A
GO LB R PR B e COT s TR
M, PR L 55 X AR a2 AR e B
His Al SRR PRI T A A RS 28R R
GARSS IR B RESE H A <5 22 DR EUb . K el 5
vl P2l PRSI 5 47 oA IR B2 ) 22 J2 B 4P B L
AITETE FE R AR B AR AR5 ROA RE

225 30k

[1] 5Kk, M. EREEORIER A AE RGPS BF
FiR, 2024, 53 (11): 192-193.

[2] B B RERORAE BV B Sb RGN [I]. SR K
FEEM H, 2024, 41 (11): 326-327.

[3] L. HL 7 VA B A B BRI R B FH (1], SRR LB A
2023, 40 (12): 322-323.

[4] HERAE, AORKAR, FRES.BRERMIEE B ok Ra it
D] THIAR, 2023 (11): 94-96.



